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CLAIMS 



Please amend the claims as follows: 

1 . (amended) A method of secure communication, comprising: 

receiving a request for a data transaction from a client lacking hardware cryptography 



connection between the client and the server; 

in response to said request said server accessing a database at said server to obtain 
security parameters specific to the client: 

utilizing said security parameters, performing any necessary security processing for the 
requested data transaction within the server on behalf of the client utilizing hardware 
cryptography functionality available within the server; and 

. after performing any necessary security processing on the requested data transaction, 
forwarding the processed data transaction to a target of the requested data transaction as if 
originating from the client. 

2. (amended) The method of claim 1, wherein the step of receiving a request for a data 
transaction from a client lacking hardware cryptography functionahty^tege flier with security 
param e ters sp e cific to th e cli e nt, at a s e rv e r through a secure - conn e stion between th e client and 
the server further comprises: 

receiving the requested data transaction through an IPSEC connection* 

3. (amended) The method of claim 1, wherein the atep - of receiving a r e quest for a data 
transaction from a cli e nt lacking hardwar e cryptography functionality, together with security 
parameters specific to the clien t, at a server through a s e cur e connection betw e en the client and 
th e server furth e r comprises: 

receiving encryption keys or a digital certificate assigned to the client. 

4. (original) The method of claim 1, wherein the step of performing any necessary security 
processing for the requested data transaction within the server on behalf of the client utihzing 



functionality? 




ity paramet e rs sp e cific to th e cli e nt, at a server through a secure 
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hardware cryptography functionality available within the server further comprises; 
encrypting data within the requested data transaction; or 
generating a digital signature for attachment to the data transaction. 

5. (original) The method of claim 1, wherein the step of forwarding the processed data 
transaction to a target of the requested data transaction as if originating from the client further 
comprises: 

forwarding the processed data transaction via an SSL transaction. 

6. (amended) The method of claim 1 > further comprising: 

receiving a response to the processed data transaction at the server; 
performing any security processing required by the response at the server: and 
the server fo rwarding the processed response, together with any results of the security 
processing, to the client via the secure connection. 

7. (original) The method of claim 6, wherein the step of performing any security processing 
required by the response further comprises: 

decrypting the received response; or 

validating a digital signature attached to the received response, 

8. (amended) A server system for secure communication, said server system comprising: 

a client lacking hardware cryptography functionality; 

a server including hardware cryptography functionality ; 

a s e cur e Internet Protocol connection b e tw e en th e client and th e server; 

means for receiving a request for a data transaction from &e a client lacking hardware 
crvptoeraphv functionality toeothor with security ^promoters specific to the client, at the server 
through fee a secure connection; 

means, responsive to said request for accessing a database to obtain security parameters 
specific to the client: 

means cryptography hardware within the server for performing any necessary security 
processing for the requested data transaction within th e server on behalf of the client util i z i ng the 
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hardwar e cryptography fimctionality ■ - available wkhin the aervef the security parameters specific 
to the client: and 

means, responsive to completion of performing any necessary security processing on the 
requested data transaction, for forwarding the processed data transaction to a target of the 
requested data transaction as if originating from the client 

9. (amended) The system of claim 8, wherein the secure connection further comprises [[:]] an 
IPSEC connection, 

10. (amended) The system of claim 8, wherein the m e ans for rec e iving a r e qu e st for a data 
transaction from the client, together with security parameters specific to the clien t, at th e server 
through th e s e cur e conn e ction furth e r comprises: 

means for securely receiving encryption keys or a digital certificate assigned to the client 

11. (amended) The system of claim 8, wherein the means for performing any necessary security 
processing for th e r e qu e st e d data transaction within tho oorvor on behalf of th e client utilizing 
hardware cryptography functionality availabl e within th e serv e r further comprises: 

means for encrypting data within the requested data transaction; or 

means for generating a digital signature for attachment to the data transaction. 

12. (original) The system of claim 8, wherein the means for forwarding the processed data 
transaction to a target of the requested data transaction as if originating from the client further 
comprises: 

means for forwarding the processed data transaction via an SSL transaction. 

13. (original) The system of claim 8, ftirther comprising: 

means for receiving a response to the processed data transaction at the server; 
means for performing any security processing required by the" response; and 
means for forwarding the processed response, together with any results of the security 
processing, to the client via the secure connection. 

Page 4 of 8 
Docket No. RPS920000031TJS1 



PAGE 5/10 1 RCVD AT 12f21/2004 12:23:41 PM [Eastern Standard Time] < SVR:USPT0-EFXRF-1/1 * DN1S:8729306 * CSID:5123436446 ' DURATION (mm-ss):03-38 



DEC/2 1/2004/TUE 11:16 AM DILLON & YUDELL, LLP FAX No, 5123436446 



P. 006 



14. (original) The system of claim 13, wherein the taeans for performing any security processing 
required by the response further comprises: 

means for decrypting the received response; or 

means for validating a digital signature attached to the received response. . 

15. (amended) A computer program product within a computer usable medium for secure 
communication, said computer program product comprising: 

instructions for receiving a request for a data transaction from a client lacking hardware 
cryptography fimcrtonaBtYr ^gethcr with security parameters sp e cific to th e client, at a server 
through a secure connection between the client and the server, 

fosffoiqtiftnf f- responsive to said request for accessing a database at said server to obtain 
security parameters specific to the client: 

instructions for performing any necessary security processing for the requested data 
transaction within the server on behalf of the client utilizing hardware cryptography functionality 
available within the server and said security parameters : and 

instructions, responsive to completion of performing any necessary security processing 
on the requested data transaction, for forwarding the processed data transaction to a target of the 
requested data transaction as if originating from the client 

16. (amended) The computer program product of claim 15, wherein the instructions for receiving 
a request for a data transaction feera-a- client lacking hardwar e cryptography functionality; 
together with s e curity parameters sp e cific to tho client, at a server through a s e cur e connection 
betw e en the cli e nt and th e server further comprise: 

instructions for receiving the requested data transaction through an IP SEC connection. 

17. (amended) The computer program product of claim 15, wherein the instructions for receiving 
a r e qu e st for a data transaotion-from a oliont lacking hardware cryptography functionality? 
tog e ther with security parameters specific to the chent^ -afr ^ o - sewcr through a s e cur e connection 
betw e en the cli e nt and th e s e rv e r furth e r comprise: 

instructions for socurely r e c e iving encryption keys or a digital certificate assigned to the 

client 
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18. (original) The computer program product of claim 15, wherein the instructions for 
performing any necessary security processing for the requested data transaction within the server 
on behalf of the client utilizing hardware cryptography functionality available within the server 
ftixther comprise: 

instructions for encrypting data within the requested data transaction; or 
instructions for generating a digital signature for attachment to the data transaction. 

19. (original) The computer program product of claim 15, wherein the instructions for 
forwarding the processed data transaction to a target of the requested data transaction as if 
originating from the client further comprises; 

instructions for forwarding the processed data transaction via an SSL transaction* 

20. (original) The computer program product of claim 15, further comprising: 

instructions for receiving a response to the processed data transaction at the server; 
instructions for performing any security processing required by the response; and 
instructions for forwarding the processed response,, together with any results of the 
security processing* to the client via the secure connection. 

21. (original) The computer program product of claim 20, wherein the instructions for 
performing any security processing required by the response further comprise: 

instructions for decrypting the received response; or 

instructions for validating a digital signature attached to the received response. 
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